e ITC Training Center Co.,Ltd.
ce r http://www.ITCert2005.com
119/20 I.M Square Building, Moo.5, Pakkret, Pakkret, Nonthaburi 11120

e T T pressinals, SRS ) 02-001-8200, 063-337-1483, 061-658-8288

[NW001] vian da3 Basic Network Installation and Troubleshooting
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guineusnaglaizeujuasladmlfifnuginsniasaii Switch Cisco, Router Cisco, Wireless Access Point 3m1im53aaaa1 Windows
Server wag Client @m3umaldnurin Network aviiuminsamsugiidesmsyiiupuanujiionndaligmaaou Cert. CCNA a9
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WiNLIta WY Fortigate Firewall Security

e
F~="_SF=7T 1 W%

s1gazdgatiianiang
1. ungwr wagainsluiunmumilamsvinunesssun Enterprise Network

* 13BUNANMININUYY OSI Model 7 Layers

o uugwLieIn OSI Model uaganuaianyia Network
e wanmInmaed Layer 1 : Physical Layer

¢ WanMINNEed Layer 2 : Data Link Layer

* 1anNIININUBBA Layer 3 : Network Layer

¢ WanMmINNuEed Layer 4 : Transport Layer

* WanmInIuEeN Layer 5 : Session Layer

* WanMIN TN Layer 6 : Presentation Layer

* NaNNMINNWN Layer 7 : Application Layer

¢ 1l3guiisnyening OSI Model wag TCP/IP Protocols
o myu1 OSI Model Till#lumsiiasgiunlmliymlussin Network 434
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2. naitamslénuas Cable #iaa1 9 uag Topology mationao

o maspuagdnanadindsiwuy UTP/STP Cable

e @19 UTP/STP Cable i#ondaunu Star Topology

o maianmyaaaol uagun lmfymais UTP/STP Cable

o naspiuanadganmlouniwiuas Optical Fiber Cable

o matamyvanuuudadiadomoaisas lounwias

* @19 Optical Fiber Cable 1#onqauiu Point-to-Point Topology
o maitamsLing Connector amsiasloumuinas

o maiamyaadon uasun lafymmadnaslounwinas

o aodygnoiilfiiended i WAN Link ssninaim

ST sSC LC

3. 138UNANMIN AT Internet Protocol version 4 (IPv4)
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o mymanuinlaieint IPv4 Address

. mmﬂauamgma‘miw Decimal (374 10) N Binary (Fm 2)
* nau Class @197 709 IPv4 Address

* UM d4-31 Packets #oyauu IPv4

o maitamIuwt 127.0.0.1 il Loopback Address Tiflannuass
* 417U Hosts 30 IP fiagiilamngaluudag Class

* wihiievan Network ID wag Broadcast ID

* MyasLduata IPv4 duiitilu Private IP Address

o wypdnanumutitetiinanala IPv4

o uugu oI wNgININANNITULN Subnet

* 1l5sLAN1e9NITUN Subnet Wauwny FLSM wag VLSM

e gpg1uMIesnuul Subnet wuy FLSM

e ghpg1umMyssnuul Subnet wuu VLSM

o anuaANNUGIZNINMILaY Prefixed Length 1) Subnet Mask
¢ ?R1NINANNIINUADN Internet Protocol version 6

o waitamaw IPv6 Tilalumsmamasanimnesans

e
172.16.14.32/27 B2 172.16.14.132/30

172.16.14.136/30

172.16.14.64/27

e
et el 172.16.14.140/30

172.16.14.96/27 c

IPv6 Gtod 6tod
Host Router Router

L IPv6 IPvd4
Hahvurk “ Network

-
wriarr/

4. 3aumanausesginyol Ethernet Switch

* aFNIRANMIMINUIUTIUDEY Switch

o mImnu Port 109 Switch mula Layer 1

o ugdinysumymanilugunes Switch mala Layer 2

* 1l52tanmy Forward Frames 93anaq Switch

o dszanmsldnuginsol Switch

e myl#nu Access Switch (Desktop Switch)

o myldanu Stack Able Switch (Stack Wise)

e myl#nu Modular Switch (Chassis Switch)

o m3l#nm Layer 3 Switch (Multilayer Switch)

* 10390119 LAN wu Flat Network wag wiu Hierarchical

172.16.1.0/24

e
2 8172.16.0.0/16

172.16.2.0/24

IPvE
Host

%

page 3/7



e ITC Training Center Co.,Ltd.
ce r http://www.ITCert2005.com

be certitied IT prolessionalks, start here

Tel: 02-001-8200, 063-337-1483, 061-658-8288

119/20 I.M Square Building, Moo.5, Pakkret, Pakkret, Nonthaburi 11120

o nanmudends Switch Tugiuuneieg

o myvonuuuLaIomoili Switch na1ean

* WaNN1IN N9 Spanning Tree Protocol (STP)

¢ a7 IEEE802.1D way IEEE802.1W (Rapid STP)
* WanM3IMNuEeY Virtual LAN (VLAN)

* nanmMIn1uEed Inter VLAN Routing

* 10390119 LAN wu Gigabit Ethernet (1 Gbps)

* 10390119 LAN w1y Ten Gigabit Ethernet (10 Gbps)

* Tyazdsa Mode Configuration uginsot Switch

- Ll K]

= =0

b o s e (S —'

= —:;—_J" .)'_—_.l II:! l
- 1

* mEmr mEm me=s = == |'r_ —'

e Lab 1 : M330¢3 Telnet Session uu@ilnsoi Ethernet Switch

e Lab 2 : m¥30¢3 Port Security 1ug1lnyod Ethernet Switch

e Lab 3 : m3d3519 VLAN uagaad Port tiluamninues VLAN

e Lab 4 : m330¢3 Trunk Port ungilnsol Ethernet Switch

e Lab 5 : m33a@3 Rapid STP wiialy Link a1seoemamlaish

e Lab 6 : m33063 Link Aggregation (LAG) #3o EtherChannel
e Lab 7 : m73064 Inter VLAN Routing Uuqﬂﬂini Router

5. (3IUIMININU LU Wireless LAN

* NATFINANY 19978 Wireless LAN

* MIMNKINT U IEEE802.11a/b/g/n/ac

* MIMNUINATIU IEEE802.11ax uag be

* MIMNUIBBNATIU Wi-Fi 6 uag Wi-Fi 7

o uugwigUnaliiwvnanaaioie Wireless LAN

¢ 155101 Mode msldnugiinyol Access Point

o mafanaa Wireless LAN i Infrastructure Mode

* MyagldgananmININULae SSID, BSS wag ESS

o mstiianae Wireless LAN wun Ad-Hoc Mode (Peer-to-Peer)

o maihlddesdnionaaisnaln CSMA/CA uag @1 Throughput ilaase

o mym A Client fagiinanld AP lumaljiitiage

o u1m§1ummﬂaaﬂﬂ”ﬂ (Security) #9551 Wireless LAN

¢ a5 WEP, WPA, WPA2 wag RADIUS (IEEE802.1X)
o WATAMTINTLUULATBI8ULY Wireless LAN
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ar \ 2

Wireless IP Camera

i) .

Laptop

e Lab 1 : m530a3 Wireless LAN uuu Ad-Hoc Network

e Lab 2 : m530a3 Wireless LAN wuu Infrastructure Network

e Lab 3 : mysaaamanuilaoany (Security) Ui Wireless LAN

e Lab 4 : maitamyi1na MAC Address fiagiinanlanm Wireless LAN

6. M91#91u Windows Server uag Client 1u5111 Network

e Lab 1 : m3a52 Share Folder uniaiae Windows Server

e Lab 2 : Mm31#il Share Folder unia3ad Windows Client

e Lab 3 : m3a51 Hidden Share Folder uuia3ae Windows Server

e Lab 4 : m7tila Telnet Session Unta3ay Windows Server

e Lab 5 : m1tila Remote Desktop Connection Utta399 Windows Server
e Lab 6 : m530a7 Windows Advanced Firewall uuta329 Windows Server

Client computer Remote computer

full control

7. yunumsldanu Router tilaifanda WAN uag Internet

o LUIWITUULATOIY WAN uay Internet

e afngRANMIMNUTIUg U Router

o m3l#anm Router lumaidanae WAN Link

* 71gagdsajiuuy Topology m3idenaa Router

* Tyagdua Mode Configuration uugilniol Router

e Lab 1 : m¥30¢A Static Route 1ug1nyod Router

e Lab 2 : M330¢ Static Default Route 11ug1nyot Router

page5/7



' g ITC Training Center Co.,Ltd.
I cert http://www.ITCert2005.com

119/20 I.M Square Building, Moo.5, Pakkret, Pakkret, Nonthaburi 11120
Tel: 02-001-8200, 063-337-1483, 061-658-8288

be certitied IT prolessionalks, start here

S0/0 (DCE) #_ ol \S0/1 (DCE)

Subnet#d4
172.16.1.0/24

Subnet#5
172.16.2.0/24

Bandwidth on

WAN Link is 2.048 Mbps
Subnet#2 Subnet#3

1192.168.2.0/24 192.168.3.0 /24

duiguinsumsausuazlasy

« ausnlagingnsilasululsemaioniasan Cisco #ageail CCNA, CCDA, CCNP uag CCDP mnnadiilssaumsoin1nmuasa
uwag aounangay CCNA, CCNP xunnan 10 1

o Byugnuginsoiaiann LAB W3 Switch, Wireless wag Router Mndng Cisco

* LAB gnoanuuum it lamsmauaesssun Network wildldvamasala 100% ?7?

o fimsnaganinanuianunlagiisimysusanasnnisounmangas

e Video Training, Program, Tools @149 @115113an15i1 Switch uag Router lannive

o gunsarismumui laninmeluszogna 11 wadnaizouanliluan

o lususeaimmausailu e-Certificate Mn@aniu ITC Training Center Co., Ltd. Auiiluiivansi navasansnnysa
HINUIBIUNNMATY LasMatantu AasassasIamInn 20 i

52921019054 4 % (28 ?j’”ﬂm)
1021 09:30 - 17:30 u.

@18u353 9000 1 (89lasIume 7%)

saUIUBUSN

. Tunga 4-5,11-12 n3ngian 2569

. MFITHM 13-16 nINYIAN 2569 m

FUHTTNM 3-6 IMaN 2569
. AUHTTNMT 17-20 @9 2569 m

. TUETTHM 21-24 nwngw 2569

. IUEITHM 26-270U8191,3-4 qanaun 2569
. IUFITHA 2-5 WAIMYU 2569

. MUETTHM 14-17 sunan 2569

. MUETTHM 4-7 4nF1au 2570

. Tuuga 9-10,16-17 uny1au 2570

—_—

[

wangasdugitiganes
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- CCNA Routing and Switching (ta3anday CCNA sua 200-120
- Windows Server 2012 R2 Administrator Workshop (Solutions Associate
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