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[NA005] nangas CCNA Routing and Switching (1a3gnaau CCNA 51a 200-301)

tiommangasgneanuuudmsgitaesnmmanluamsauamssi Network Tagsiiumsindiaauilnginsol Router wag Switch
#a9my Cisco tilunan Mudedilaoamsaiondiioaon CCNA sWa 200-301 drlni inmzilommangansiiudoumnnangas
CCNA muglilninmsn LAB fleenuinmiilaldufunimnismauaesssin Enterprise Network Tugilunneneg sgaiingu
dugilnroiazann LAB vilaligissuiilssaunmyastlumssadasuilnuuginyaiase uag annsaw lildlumsmanasalasgnunuon
wyeniudinainla lumsassndaeulmlsmaininsssa CCNA 5@ 200-301 o9m1a Cisco SnaeianmsawIanug uas
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winwgitlasilunangasidluissgnaldniiginsol Enterprise Network §vadugladnaie

CISCO
CERTIFIED

nangasuLuINSaNnY

* uimyvamsssuuaIamy (Network Administrator)

* A@nyiadissuuaiene (Network Engineer)

® Network Planner wag Network Operator

o giifimiiqua wag 1M TNILILLATaIY

o gilviuwasandaauiiiosulinlysmaiiminy CCNA ava 200-301
o Wndniiidesmanniinanmauluaisau Network Engineer

. w:ﬁu"hizuumsm"wmmmm%miw (Network) agaania

NUFIUELNB YN
LABIMMIaLsNIANGAT Basic Network wio taafiilszaumsoinauaiu Network 3iinanad

NINRALIAINITIUIH
a1 9:30 . — 17:30 w.
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uiamnangas
a1211a Network Fundamentals uag n153an13 Router & Switch 284 Cisco

* yi@anuinla TCP/IP , UDP Protocols uag Port Number

* afuioInbamlsznanaeg ilsnulusea Enterprise Network

* gagnmysanuul IPv4 Addressing wag Subnetting Tumsmauase
o MMM, aAdau uag unlmfym IPv4 Addressing wag Subnetting
o manuinladmilsznon Hardware m3vanunod Router wag Switch
* 11@7M7ANN1Y Mode M3v191U09 Router wag Switch #09 Cisco

Virtual terminal

i

/ TFTP

PC or Unix server

Consocle port

Ir |
El

Web or Network
Management
SEerver

LAB # 1 mseanuuy uag @Muwdos Subnet 11auuy FLSM wag VLSM
LAB # 2 55m711 Console tiia Access 1#111)ii#7 Router wag Switch
LAB # 3 m33aaam NTP Server, Login Banner uag Password
LAB # 4 m53a63a1 AAA Authentication & Telnet Sessions

LAB # 5 my3aaia SSH v.1 & v.2 $adaaansni Telnet

LAB # 6 1maitan13n1 Backup / Upgrade 10S Router wag Switch

L]

L]
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LAB # 7 tnafilan19m1 Backup / Restore Configuration File
LAB # 8 itnaitamsniu Password u Router #94 Cisco
LAB # 9 inaiamsnau Password ui Switch 704 Cisco
LAB # 10 inaitan1s)au 10S Image 1 Router #94 Cisco

M34a@3 Configure VLAN uu Switch u84 Cisco

* MNYALIYANIATTIUUASHANMTNINUTDY VLAN

M33aaa Configure VLAN 111 Cisco Catalyst Switch

MINIMua Mode M31101899 VLAN Trunking Protocol (VTP)
LAB # 11 33063 Configure VTP Domain

LAB # 12 m¥30@3 Configure VTP Server Mode

LAB # 13 33063 Configure VTP Client Mode

LAB # 14 33063 Configure VTP Transparent Mode

LAB # 15 manmuanagian VLAN ID uag Name

LAB # 16 m3yn1iua Port ifluan@naes VLAN ID

LAB # 17 my3nadaniug Suspend wag Shutdown 1ni VLAN ID
e LAB # 18 mylémdila Troubleshooting 1ioni VLAN nuia3ating

M33aea Configure VLAN Trunking uu Switch #84 Cisco

* 719aBIANATIULALWANMITNINIUYY VLAN Trunking

Masgm IEEE 802.1Q wag ISL 994 Cisco

LAB # 19 35n17 Enable tlag Disable Trunk Port (DTP)

LAB # 20 m¥30@3 Configure VLAN Trunking

LAB # 21 my30@3 Configure ISL uag IEEE 802.1Q (dotlq)

LAB # 22 my4a¢3 Configure Liloanal3anmaed VLAN iag3981u Trunk Port
LAB # 23 msliéadatile Troubleshooting L1Ag2ni VLAN Trunking
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M3530@3 Configure EtherChannel uu Switch #84 Cisco

* NYALLIYANIATTIRUASHANMTNINIUTDN EtherChannel

e LAB # 24 my4a¢3 Configure L2 EtherChannel

e LAB # 25 m¥4a¢3 Configure L3 EtherChannel

e LAB # 26 m¥3a¢3 Configure EtherChannel uuu PAgP (Cisco)

e LAB #27 m53a6d Configure EtherChannel uuu LACP (IEEE802.3ad)
e LAB # 28 my4a¢3 Configure EtherChannel uin No Protocol

o LAB # 29 my3aq4 Load Balancing mu1@ EtherChannel

e LAB # 30 myléaaiie Troubleshooting 1iv1n1 EtherChannel

m33aa3 Configure STP uw Switch #a4 Cisco

. ‘i1ﬂa$L§ﬂﬂN1(ﬂ‘i§1u LAgRANNITNIUEY Spanning Tree Protocol (STP)
* LAB # 31 my3a¢ Configure STP tiloariauumsidondauvuiiiaunimaunu
¢ LAB # 32 nm9%1 Load Sharing @8 Per-VLAN STP (PVST)

e LAB # 33 m311 Load Sharing @18 Multiple VLAN STP (MST)

¢ LAB # 34 n133@ Configure Primary Root Switch

e LAB # 35 my4a¢3 Configure Secondary Root Switch

e LAB # 36 my4a¢3 Configure STP Port Priority

e LAB # 37 my3aa¢3 Configure STP Path Cost

e LAB # 38 my3aa3 Configure STP Portfast

* LAB # 39 my30@ Configure STP BPDU Guard

e LAB # 40 my3ad Configure STP BPDU Filtering

* LAB # 41 my3aa3 Configure STP Root Guard

* LAB # 42 my3a@3 Configure STP Loop Guard

* LAB # 43 my34a¢3 Configure Unidirectional Link Detection

o LAB # 44 msldadaiie Troubleshooting 1ignnls STP

FalbM1

Falb/M2

manansaaad Configure Inter VLAN Routing

o Jimmflondo VLAN fluanannuaiomsn Inter VLAN Routing

e LAB # 45 my3ae3 Configure Lilolfanaasening VLAN fiannuais Router uiinnaiia Router on a Stick
o LAB # 46 my3aqi Configure tiiolfanaasznie VLAN a1o Layer 3 Switch Tagldinaita SVI Interface
* LAB # 47 my3a¢3 Configure DHCP Server #aauaag VLAN 1w Layer 3 Switch

* LAB # 48 my4a¢3 Configure DHCP Helper Address U Layer 3 Switch
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* LAB # 49 myl#adaiio Troubleshooting 1ivanl Inter VLAN Routing
tmaitam3saaal Configure Gateway Redundancy Protocols

* 7ANNUTYALBIANTNINUYEY Multiple HSRP, VRRP uag GLBP
* LWINN UazT19asldsan17ia Configure HSRP, VRRP uag GLBP
e LAB # 50 m¥4a¢3 Configure Multiple HSRP

e LAB # 51 my3ae3 Configure Priority u% HSRP

e LAB # 52 my3aa3 Configure HSRP Groups wag Clustering

e LAB # 53 my3aa¢3 Configure HSRP Authentication uag Timers
o LAB # 54 myléiadila Troubleshooting 1o HSRP

=i
*

Layer 2 links

HSRP Active
STP Root
VLAN 20,30

Layer 2
Tiunk

-----------r---- E_ -

s ,
‘E; STP model ‘E’

Il
VLAN 20 Data 1 \
VLAN 30 Data 2

| E3)

Y S5

M34aa3 Configure Security uu Switch u81 Cisco

* ULWINN UagT19azlduan1aia Configure Security U1 Switch

¢ LAB # 55 nm133@a Configure Port Security

¢ LAB # 56 m133a Configure AAA Authentication

¢ LAB # 57 m33@a Configure SSH wag HTTPS Authentication

e LAB # 58 m34a Configure 802.1x Port-Based Authentication

e LAB # 59 m34a Configure Access Port ag Trunk Port

¢ LAB # 60 "33 Configure DHCP Snooping

e LAB # 61 nm133@a Configure DAI Protection

¢ LAB # 62 m74a Configure IP Source Guard

¢ LAB # 63 357 Enable uag Disable CDP, LLDP, DTP uag VTP
e LAB # 64 n133a Configure VLAN Access List

e LAB # 65 my4a¢3 Configure Private VLANs

e LAB # 66 myléaaiia Troubleshooting 1871 Security 1% Switch
* LAB # 67 my)@au Password 1% Switch 194 Cisco

88119 uaz a1 la Routing Technologies

* af1N9M1711UB8Y Routing Concepts

Layer 2 links

111
VLAN 20 Data 1
VLAN30 Data 2

HSRP Standby
STP Secondary Root
VLAN 20,30
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* afwaINITZNoUANYI8IMIN Routing Table

* afugnannIsLdaniaune Longest Match , AD , Cost

¢ 1lFgmisun1Tn1umes Static Routing 1ag Dynamic Routing

¢ l3vmiisun1yn1aumes Distance Vector wag Link State Routing
e tlFymisunsnaunes IGP uas EGP

* MYANEINT wag ATIadol IPv4 Static Routing

afuguazmianaala Advanced Routing Technologies

¢ af1n9KanNIINUBEY OSPF Routing

e My3063 OSPF Adjacency

* M330@7 OSPF Cost (SPF)

* N1530@2 OSPF Router-ID

* M532@3 Enable OSPF on Interfaces

* M330@39 OSPF Passive Interface wag Default Route

o m3liamadinyradou OSPF Routing

¢ af1191anN19TN1NUB99 BGP Routing

o anuinlaian AS Number uag BGP AS Path Vector

e M¥30@3 BGP Neighbors wag Advertise Network to BGP

OSPF
\ AREA 0 /
b (Backbone Area) i

-., P
~ ~
‘""*--. .--*'f

" a—

M33a64 Infrastructure Security & Services Ut Router #849 Cisco

o anuilananmanannaes Access Control List

o M3IAAIAT wag ATIAdaU Access Control List a1wsildam Traffic Filtering
¢ afugnanMmIMNuLee DNS

e unlmlym Client Connectivity fitiondon DNS

o MFIAAIAN wag a5adal DHCP uu Cisco Router

* 11ARANTIAAY DHCP Relay Agent (DHCP Helper)

* TMyasdsamIn1waeg Network Address Translation (NAT)

* MTAANIM wag aTIAdel eIn NAT
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* 1MAaMTIa63 NAT i PAT (Overloading)

* 11ARANTAAA NAT uuy Dynamic + Overloading
o AANTInad NAT wuu Static (Public Server)

o makamyIaad NAT wuy Static + Port Forwarder

Outside
_______________ 1
|
|
Internet
1
|
|
NAT Table
Inside Local IP |Inside Global IP
Address Address
10.0.0.1 171.69.58.80
10.0.0.2 171.69.58.81
afu19rnann151M191uual Internet Protocol Version 6 (IPv6)
¢ a5U19nanMIN LY Internet Protocol Version 6 (IPv6)
o anuinla uag maw1 IPv6 lilldamase dmsimnesans
o My306aa1 IPV6 1ugilnyok Network Devices @147
IPv6 6to4 6tod IPv6
Host Router Router Host

L IPv6 IPv4 IPv6 J
Ham:k Network Hetwnrk N
-

duigunsumsausuazlasi

e ausnlagingnaiilasulinlszmaitoinsain Cisco 1a5eail CCNA, CCDA, CCNP uag CCDP munafiilagaunm o nianasa
wag aauﬁa‘"ﬂgm CCNA, CCNP mnunnnm 10 il

* 1FguinugUnIoiazeann LAB 111 Router uag Switch #03a19 Cisco damdamnadsannyautlildnunussuasalaeguinon

* naTligneumIusTnelsiniyuomargamuumrzoaou CCNA 71d 200-301

* LAB gneanuunxite lifinnmwnsniamlusgals Enterprise Network fiunase deagfianuanaunasanihinnmsdon
CCNA Yl Mnidaaseunquiitemines CCNP Tuinediu

o annsatmumudi lanimolusgozna 1 1 wasnnizouwauliuad

o lusisesimmsausailu e-Certificate Mnaaniu ITC Training Center Co., Ltd. Faiiluiivansi navasansnnysan
HRBNUNINMATY Lagnmaantu AaanszuzIaINn 15 i

32921805 5 31 (35 12 1a4)
1721 09:30 - 17:30 .

@ausn 14500 v (galsisynms 7%)
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SaUIUBUSH

IUFTIN 20-24 18w 2569
TN 15-19 dauieu 2569
INHTIHA 24-28 Fawran 2569
IUHTTNMN 5-9 Aaau 2569
INHTTHM 9-13 Wnain1ou 2569

SNk W=

uangaiduitiolnag
URSHINANFATNOUNUY
- Basic Network Installation and Troubleshooting
UUSKINANGAIABLL DY
- Advanced Switch for Enterprise Network

animlaaunla annsadadadsvarmusivasidsanangasuas s lugunimanlad
L83 Ins. 02-001-8200, 063-337-1483, 061-658-8288 ,Line ID : @itcert2005
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