e ITC Training Center Co.,Ltd.
ce r http://www.ITCert2005.com
119/20 I.M Square Building, Moo.5, Pakkret, Pakkret, Nonthaburi 11120

U T T e, SRR o) 02.001-8200, 063-337-1483, 061-658-8288

[NA005] nangas CCNA Routing and Switching (1a3gnaau CCNA 51a 200-301)

tiommangasgneanuuudmsgitaesnmmanluamsauamssi Network Tagsiiumsindiaauilnginsol Router wag Switch
19y Cisco tilunan Mudsilnosmaasandailodon CCNA y1id 200-301 @l tnmsilommangasasiindaumunangay
CCNA arughilaumym LAB iieanuinnnuila lafiunimmisniausesssin Enterprise Network Tugilunneneg sgnaanin
mugilnsaiazann LAB uileliisouiidszaumsailumssadiaeuilnuuginyoiase waz asnsawr lildlunmsmamasalaagauminen
v 2 =) 17 a 7 =y o o o N . a X o o ¥
wionrainainlalunmasendasulinlismadninysa CCNA 7@ 200-301 #o3d1a Cisco dmisgianusowianug uag
o A A v &) 9 Y o < . d4 Y A Ve v
winwgitlasilunangasidluissgnaldniiginsol Enterprise Network §vadugladnaie

INLEB N Fortigate Firewall Security

CISCO
CERTIFIED

\CCNA

UIMTIaNMIseuULaemy (Network Administrator)
@nsfiaasszunaiaing (Network Engineer)

* Network Planner uag Network Operator

iflwihiigua wag 1MeThmssneiamey
Muasaudraauiiesulinlsemaiiotins CCNA 1a 200-301

nangasuLnINSaNny

B
U
3

e ek

page 1/9


../networking-course/FortiGate-Firewall-Security.htm

e ITC Training Center Co.,Ltd.
ce r http://www.ITCert2005.com
119/20 I.M Square Building, Moo.5, Pakkret, Pakkret, Nonthaburi 11120

U T T e, SRR o) 02.001-8200, 063-337-1483, 061-658-8288

o dndnmiiaosmsnmiainuluaisau Network Engineer
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LgHIUMTBUTNNANGAT Basic Network n3a tagiiilssaunsoinamaiu Network 111i1audd

NINRALIAINITIUIH
a1 9:30 . —17:30 .

ianmangas
a131113 Network Fundamentals wag n133an15 Router & Switch 1189 Cisco

 manuila TCP/IP , UDP Protocols wag Port Number

o afnaivanbawlsznoua fildanuluseat Enterprise Network

* gragmIsanuul IPv4 Addressing uag Subnetting TumIn1nuas
MIaaan , avadau wag unlmlym IPv4 Addressing uag Subnetting
manuiilad@milsznou Hardware mMIvnauned Router uag Switch
MAaNuANAL Mode M3n1amae9 Router wag Switch #94 Cisco

L]

L)

page2/9



' g ITC Training Center Co.,Ltd.
I ce r http://www.ITCert2005.com

bt costifed) i psisostersls. sumn 119/20 I.M Square Building, Moo.5, Pakkret, Pakkret, Nonthaburi 11120
Tel: 02-001-8200, 063-337-1483, 061-658-8288

tart Fere

Console port

I y Interfaces

v

i

!

LAB # 1 my00nuuu uag awdoe Subnet vy FLSM uag VLSM
LAB # 2 38m31#% Console tila Access 1i111lfid) Router 1ag Switch
LAB # 3 m33aa3a1 NTP Server, Login Banner uag Password

LAB # 4 m530a@3am AAA Authentication & Telnet Sessions

LAB # 5 m530@3m SSH v.1 & v.2 dalaaansni Telnet

LAB # 6 1naitamsn1 Backup / Upgrade 10S Router uag Switch

LAB # 7 inaitamsn1 Backup / Restore Configuration File
LAB # 8 inailan13)@u Password 11 Router #84 Cisco
LAB # 9 inaitamanau Password ui Switch #94 Cisco
LAB # 10 inaitamsan I0S Image 111 Router 194 Cisco

M3aaea Configure VLAN un Switch u81 Cisco

FUASLDYANIATIIUUASHANMININUTY VLAN
M33a69 Configure VLAN 11 Cisco Catalyst Switch

MIMuua Mode M3nM1ua9d VLAN Trunking Protocol (VTP)

LAB # 11 m¥34a¢3 Configure VTP Domain

LAB # 12 m340@3 Configure VTP Server Mode
LAB # 13 m¥34a¢3 Configure VTP Client Mode

LAB # 14 m¥3a6 Configure VTP Transparent Mode
LAB # 15 msnmuanangias VLAN ID uag Name
LAB # 16 mynmua Port tiluannnes VLAN ID

LAB # 17 myanaianiug Suspend uaz Shutdown 1#n VLAN ID
LAB # 18 myliéa1daiiio Troubleshooting 1iigni VLAN una3amg

M334ae Configure VLAN Trunking uu Switch @4 Cisco

F1UAZLDYANIATTINUASHANMINTNUDEY VLAN Trunking
11as551m IEEE 802.1Q wag ISL 994 Cisco

LAB # 19 38m17 Enable lag Disable Trunk Port (DTP)
LAB # 20 my3a63 Configure VLAN Trunking

LAB # 21 m53aad Configure ISL wag IEEE 802.1Q (dotlq)

Management
server

LAB # 22 my3a¢3 Configure Liloanal3inmaee VLAN iag39i1u Trunk Port

LAB # 23 msliia1daiie Troubleshooting 1ionnil VLAN Trunking
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M354a@3 Configure EtherChannel uu Switch na4 Cisco

TYALDYANATIIUUASHANNTN I EtherChannel

LAB # 24 m330@3 Configure L2 EtherChannel

LAB # 25 my30@3 Configure L3 EtherChannel

LAB # 26 my3aa3 Configure EtherChannel uiu PAgP (Cisco)

LAB # 27 m53aad Configure EtherChannel w111 LACP (IEEE802.3ad)
LAB # 28 my4a¢3 Configure EtherChannel w1 No Protocol

e LAB #29 m7y3a@A Load Balancing Mm#1q EtherChannel

LAB # 30 mylda1daile Troubleshooting 1ignnis EtherChannel

M33a69 Configure STP uu Switch 284 Cisco

* F1YASIYANIATIU LAaLUANNITINUTEN Spanning Tree Protocol (STP)
LAB # 31 myiadi Configure STP tiloauuanumstiondouvuiliidunmaunu
LAB # 32 man1 Load Sharing @9 Per-VLAN STP (PVST)

LAB # 33 mam1 Load Sharing MY Multiple VLAN STP (MST)

LAB # 34 m33a Configure Primary Root Switch

LAB # 35 my3a63 Configure Secondary Root Switch

LAB # 36 my4a¢ Configure STP Port Priority

LAB # 37 my4a6 Configure STP Path Cost

LAB # 38 my3a63 Configure STP Portfast

LAB # 39 my30@3 Configure STP BPDU Guard

LAB # 40 my3a¢3 Configure STP BPDU Filtering

LAB # 41 my40@3 Configure STP Root Guard

LAB # 42 my306 Configure STP Loop Guard

LAB # 43 m33063 Configure Unidirectional Link Detection

LAB # 44 mylda1daiie Troubleshooting tignni STP
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imaitan153aal Configure Inter VLAN Routing

o Jimmlonde VLAN fluanannuaiomsn Inter VLAN Routing

e LAB # 45 my3a¢3 Configure Lilolfanaayning VLAN #iannuais Router uuinnaiia Router on a Stick
e LAB # 46 my3a@d Configure tilai#onaasz1ning VLAN a1o Layer 3 Switch lagldinaita SVI Interface
e LAB # 47 my3a¢3 Configure DHCP Server #aauaas VLAN 1w Layer 3 Switch

e LAB # 48 my3a¢1 Configure DHCP Helper Address U Layer 3 Switch

o LAB # 49 myldadaile Troubleshooting 1ivnnl Inter VLAN Routing

maitan153aa3 Configure Gateway Redundancy Protocols

* 7ANNUTYALBYANTNINUTDN Multiple HSRP, VRRP uag GLBP
* LWINN 1azT19astdsan13ia Configure HSRP, VRRP uag GLBP
* LAB # 50 my4a¢3 Configure Multiple HSRP

e LAB # 51 m¥4a¢3 Configure Priority U HSRP

e LAB # 52 my3aa3 Configure HSRP Groups wag Clustering

e LAB # 53 my4a¢3 Configure HSRP Authentication uag Timers
o LAB # 54 myléadiia Troubleshooting 1ol HSRP
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HSRP Active [f=cll) HSRP Standby
STP Root Layer 2 STP Secondary Root
VLAN 20,30 . Trunk VLAN 20,30

Layer 2 links

-----------r---- E -

s ,
‘E; STP model ‘ﬁ"

Il
VLAN 20 Data 1 \
VLAN 30 Data 2
| E3)

LY Y

M33a@3 Configure Security uu Switch u81 Cisco

* ULWINN UagT19azlduan1aia Configure Security U4 Switch

¢ LAB # 55 m133@a Configure Port Security

¢ LAB # 56 m133a Configure AAA Authentication

e LAB # 57 m33a Configure SSH wag HTTPS Authentication

e LAB # 58 m34a Configure 802.1x Port-Based Authentication

e LAB # 59 m34a Configure Access Port ag Trunk Port

¢ LAB # 60 "33 Configure DHCP Snooping

* LAB # 61 nm133@a Configure DAI Protection

¢ LAB # 62 m74a Configure IP Source Guard

¢ LAB # 63 357 Enable uag Disable CDP, LLDP, DTP uag VTP
e LAB # 64 n133a Configure VLAN Access List

e LAB # 65 my4a¢3 Configure Private VLANs

e LAB # 66 mylémaiia Troubleshooting o1 Security 1% Switch
* LAB # 67 my)@au Password 1% Switch 184 Cisco

88119 uaz a1 la Routing Technologies

* af1N9M1I1M1UNBY Routing Concepts

* afngaInTenaua1Y)189M131 Routing Table

* afingnanmstdenidunie Longest Match , AD , Cost

¢ lFgmisun1Tnumes Static Routing wag Dynamic Routing

¢ l3vuiisun1sn1aumes Distance Vector wag Link State Routing
e ul5guitgunananaes IGP uag EGP

* MYANEINT Uag ATIadol IPv4 Static Routing

afuguazmianaaila Advanced Routing Technologies
¢ af119UaNNT1UB9 OSPF Routing

e M33004 OSPF Adjacency
* M7330@9 OSPF Cost (SPF)

Layer 2 links

111
VLAN 20 Data 1
VLAN 30 Data 2
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* N1530@1 OSPF Router-ID

* M532@3 Enable OSPF on Interfaces

* M330@39 OSPF Passive Interface wag Default Route

o m3liamadinyradou OSPF Routing

¢ af1191anN19TN1NUBa9 BGP Routing

o anuinlaian AS Number uag BGP AS Path Vector

e M¥30@3 BGP Neighbors wag Advertise Network to BGP

OSPF
\ AREA 0 /
b (Backbone Area) i

-., ~
. -~
‘""*--. .--*'f

e — -

M33a64 Infrastructure Security & Services Ut Router 1849 Cisco

e anuilananmananuaes Access Control List

o M3IAAIAT wag ATIAdaU Access Control List a1wsul4an Traffic Filtering
¢ afugnanMINMNuLee DNS

e unlmlym Client Connectivity fitiondoan DNS

* M3IAAIM wag a31aaeu DHCP un Cisco Router

* 11ARANTIAAY DHCP Relay Agent (DHCP Helper)

e TMyagdsamIn1weg Network Address Translation (NAT)
* MTAANIM wag aTIAdel WeIn NAT

e 1ARAMIIAAI NAT uu PAT (Overloading)

e 1MARAMIAAA NAT u Dynamic + Overloading

e mARaMsIaad NAT wuv Static (Public Server)

o maRamsInad NAT wuy Static + Port Forwarder
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Inside Outside
_______________ 1
|
|
Internet
1
|
|
. tenoy | NAT Table
Inside Local IP |Inside Global IP
Address Address
10.0.0.1 171.69.58.80
10.0.0.2 171.69.58.81
afu1gnann13n1Inal Internet Protocol Version 6 (IPv6)
e afInanMINMIULeN Internet Protocol Version 6 (IPv6)
o anuila wag mawr IPv6 Tildamase dmsumnesdny
¢ My3a6aa1 IPv6 uugilnyol Network Devices a1
IPv6 6to4 Gto4 IPv6
Host Router Router Host
W IPvé IPv4 pved 1 -
- Network Network Network
stvar 3y

-~ — e -
wtiarry

duiguinsumseusuaglas

o ausulaginansitlasilmlssmeiion@snn Cisco Masgall CCNA, CCDA, CCNP uag CCDP mandifllsgaumysinauaia
wag @ounangay CCNA, CCNP xwnan 10 il

* Fgugnuginsoiadann LAB W3 Router uag Switch 7o Cisco famdamnadsannyowrlldnunissunaseldagauinon

o namhzneumanssmslsinlyuiemargamuunrzeden CCNA y1a 200-301

* LAB gnoanuunxile litinnmwmsnaulussals Enterprise Network fiuniase deagflanmduaunazaniiinnmsaon
CCNA w1l mmnsdaasenaguilonizos CCNP Tuinsdim

o aunsaummmumud laimelussoga 1 il wasnniizeuarliluas
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329213219058 5 71 (35 12 1)
1721 09:30 - 17:30 u.
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- Basic Network Installation and Troubleshooting
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